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authors used a two-tiered system for calculating incremental job creation: “Direct Employment” 

(Deighton, John; Kornfeld, Leora; Gerra, 2017, p. 6), which refers to jobs that are a direct result of the 

functioning of the internet, and “Derived Employment” (Deighton, John; Kornfeld, Leora; Gerra, 2017, p. 

6), which refers to jobs created in an effort to support the needs of direct employees (e.g., 

transportation, retail, food services, etc.).  As shown in Figure 3, the authors of this study divided 

employment into 4-5 categories.  During the first two studies in 2008 and 2012 the authors chose to use 

four category types of employment.  However, due to significant changes in the structure and services of 

the internet, the authors felt it necessary to add a fifth category beginning in 2016.  The addition of this 

fifth category did not provide incremental positions not accounted for during the first two studies, but 

instead provided greater delineation of job details and category specific employment.   

Figure 3 

Direct U.S. Employment Summary from 2008, 2012, and 2016 

 

Note. Reprinted from Economic Value of the Advertising-Supported Internet Ecosystem (Deighton, John; 
Kornfeld, Leora; Gerra, 2017) 

 

From Figure 3 it is easy to see that direct employment grew by 97% from 2008 to 2012, and from 

2012 to 2016 the employment growth rate more than doubled again achieving a rate of 105% increase 
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over the previous study.  This growth is also illustrated through the “Growth in Employment” numbers 

below the totals.  The annualized compound growth from 2008 to 2012 and from 2012 to 2016 was 

18.5% and 19.6% per year, respectively.    

Additional value from the data generated by these studies is presented in the form of what they 

authors call derived employment.  As explained above, this refers to jobs created in support of the direct 

employment positions.  Interestingly, although not surprisingly, the derived employment numbers are 

even greater in total number than the direct employment jobs.  As shown in Figure 4, derived jobs grow 

as direct jobs increase with derived jobs representing 67%, 61%, and 61% of total jobs created for 2008, 

2012, and 2016, respectively.   

Figure 4 

All Internet Created U.S. Employment from 2008, 2012, and 2016 

 

Note. Reprinted from Economic Value of the Advertising-Supported Internet Ecosystem (Deighton, John; 
Kornfeld, Leora; Gerra, 2017) 

 

As an additional point of interest, we can look at the total internet employment as a percent of the 

entire U.S. employed population.  According to the Department of Labor and Statistics, in May 2016 

there were 151 million full-time employed people in the U.S. (Bureau of Labor Statistics, 2016b).  This 

means that in 2016 the internet, with total employment of 10.38 million people, represented 

approximately 6.9% of the U.S. workforce.  When compared to other industry sector employment from 

2016, the internet is ranked among the top employment sectors in the U.S., eclipsing major sectors like 
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construction (6.7 million), education (8.3 million), and even agriculture (1.5 million) (Bureau of Labor 

Statistics, 2016a).   

Dollar Contribution to U.S. GDP by the Internet.  The second highly valuable content from the 

Economic Value of the Advertising-Supported Internet Ecosystem (2008, 2012, 2016) study is the 

estimation of the industry’s contribution to U.S. GDP in the form of “national income, corporate gross 

profits, and interest” (Deighton, John; Kornfeld, Leora; Gerra, 2017).  Although the total dollar 

contribution is significant and noteworthy on its own, two other factors worth detailing are the growth 

rate of the total contribution during the eight-year span of the three studies and the percentage that the 

contribution represents as a portion of the total GDP. 

As shown in Figure 5 below, the growth in contribution by the internet during the periods of study 

illustrate how rapidly the industry is growing.  Between 2008 and 2012 the internet contribution grew at 

a compounded rate of 15.5%.   During the following four years that number increased to a 

compounded annual growth rate of 20% (Deighton, John; Kornfeld, Leora; Gerra, 2017; Deighton, 2012; 

Hamilton Consultants; Deighton, John; Quelch, 2009).  Each of these growth rates are far greater than 

the U.S. industry average of 7%  (Green, 2017).    

Figure 5 

Economic Value of the Internet Industry and Its Share of U.S. GDP from 2008, 2012, and 2016

 

Note. Reprinted from Economic Value of the Advertising-Supported Internet Ecosystem (Deighton, John; 
Kornfeld, Leora; Gerra, 2017) 
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It may be surprising if you are looking at this data for the first time, but the internet, as defined by 

the authors of this report, has been one of the largest contributors to the U.S. GDP over the past 

decade.  As illustrated in Table, ten years ago the internet contributed 2.1% to the U.S. GDP, growing 

rapidly during the following four years to reach 3.7% of GDP, a growth of slightly more than 76%.  Then 

between 2012 and 2016 the industry saw another four years of incredible growth, reaching 6% of total 

U.S. GDP, replacing retail as the number three largest industry sector contributor and trailing the 

construction sector in the number two position by less than a six percent difference in total contribution 

(Deutsch, 2018).  Leading in the number one position is the healthcare spending, which represented 

17.9% of U.S. GDP in 2016 (Deutsch, 2018). 

Throughout the report the authors discuss the future of the industry and the likelihood for 

continued growth at similar rates to what has been seen in the previous three reports.  However, there 

are two technologies that are not considered in the reports thus far but that will likely have as much of 

an impact on the internet industry as the internet has had on the world over the past 20 years.  These 

two technologies are the Internet of Things (IoT) and Artificial Intelligence (AI).  The authors 

acknowledge that their data does not include information about these two technologies, stating that the 

technologies are “not yet large sites of value or employment” (Deighton, 2012).  In the two and a half 

years since this study was conducted, and the almost two years since it was published, IoT and AI have 

become much more widespread and pervasive.  As an example of the changes during this period, I chose 

to look at what was being featured and highlighted at the annual technology show in Las Vegas, CES.  

CES is a technology conference, held annually since 1967, where leading technology companies and 

experts display, discuss, and explore near-term trends in technology and consumer electronics (CES 

Consumer Electronics Show Las Vegas 2019, n.d.).  Each year, the event tends to choose a few areas of 

technological focus based on the most current or forthcoming trends.  In 2016 the event focus was e-

commerce and how online shopping was going to change the world (New at CES 2016: ECommerce 
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Marketplace, n.d.), and as we have seen, e-commerce has and does continue to have a huge impact.  In 

2017 CES focused on continued improvements toward self-driving cars (meaning technology that is 

assisting drivers, not the concept of fully autonomous cars) and voice assistants/smart home devices 

(CES 2017: What to Expect at the Consumer Electronics Show, the Year’s Biggest Tech Showcase in Las 

Vegas - CBS News, n.d.).  2018 was a year for focusing on wearable technology (all types of wearables, 

not just smart watches), augmented and virtual reality devices, and drone technology (CES 2018: 

Everything You Need to Know about the World’s Biggest Tech Show | TechRadar, n.d.).  At the CES show 

in January 2019, the focus is on two technologies, IoT and AI (CES 2018: Everything You Need to Know 

about the World’s Biggest Tech Show | TechRadar, n.d.).  And as we have seen with previous CES shows, 

the event themes or focuses are typically on trends with emerging or relevant technologies that are 

either already generating significant revenue or are beginning to do so.  Therefore, it is not 

unreasonable to assume that by the time the next report is completed in 2020 the IoT and AI will 

contribute to another strong upward trend in industry growth, employment opportunities, and GDP 

input. 

Summary 

     To date, academic research exploring the topic of individual constituent feelings regarding the 

importance and need for federal legislation to monitor and control the collection and commercialization 

of PII collected from internet connected personal devices by DROs has seen virtually no activity.  

However, the topic of individual privacy rights in the U.S. has been an ongoing issue of debate with 

limited and narrow legislation since revolutionary times.  In the absence of traditional academic 

research, and to ensure that the topic is fully reviewed, I segmented the research into five categories: 

The History of Privacy in the U.S., Existing U.S. Protection and Oversight, Existing Research, The 

Omnipresent Internet, and The Economic Value of the Internet.   
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     The review of the history of privacy in the U.S. revealed that concerns about individual privacy dates 

back to the drafting of the Constitution and were part of the reason for certain delegates demanding 

that a Bill of Rights be created to amend to the Constitution (The Bill of Rights: How Did It Happen? | 

National Archives, n.d.).  Continuing throughout American history, prominent figures like Thomas 

Jefferson acknowledged the importance of flexible legislation to accommodate changing needs (Letter 

from Thomas Jefferson to Samuel Kercheval | Teaching American History, n.d.), while respected legal 

experts and future Federal Justices wrote about the importance of federal legislation to protect privacy 

(Warren & Brandeis, 1890) and ultimately influenced Progressive Era changes, and lastly how landmark 

civil rights cases provided for significant changes in individuals’ privacy throughout the twentieth 

century (Wikipedia contributors, 2018b, 2018c, 2018a, 2018d, 2018e).   

     The historical review was followed by an in-depth analysis of all state and federal personal privacy 

legislation, which revealed that the federal government has taken a limited and sectoral approach to 

protecting personal data while state legislation varies widely based on the type of protection.  While all 

states have laws to enforce data breach notification, only one state, California, has passed legislation 

that will go into effect in 2020 and will provide wide reaching protection (California Consumer Privacy 

Act of 2018, 2018).   

     Only two pieces of research were discovered that addressed the topic of constituent sentiments 

surrounding the importance of federal legislation to protect individual data privacy.  One piece of 

research covered various topics, including one question about constituent sentiment around the need 

for legislation, which suggested that constituents were interested in federal legislation to protect privacy 

(Greenberg Qunilan Rosner Research, 2018).  However, when I attempted to discover additional details 

about the methods used to achieve the results the organization refused to provide greater detail.  The 

second piece of research include two questions pertaining to PII legislation: one asking about interest in 
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laws to require access to personal data profiles, and another about laws to allow individuals to request 

deletion of PII. 

     As a supplementary point of reference, and to provide additional context, I researched the 

pervasiveness of the internet in the U.S.  There is a general consensus that the internet is one of the 

most significant and influential changes in human history and that it touches virtually everyone and 

everything, rich or poor, homeless or economically privileged, private companies and state and federal 

governments (McLeod, 2018; Ryan, 2018).  Not surprisingly, in the U.S. we are reaching nearly 100% 

availability and accessibility of the internet (Bertot, John; Palmer, n.d.).  However, because the internet 

is essentially free, the companies providing the content require something in return, and that is almost 

inevitably your personal data. 

     To ensure that everyone understands the magnitude of the internet and its impact on our society, I 

have provided an assessment of the economic value of the internet, including an estimate of the impact 

on the job market and the dollar contribution to the GDP.  Incredibly, in 2016 the internet employed 

6.9% of all people working in the U.S. and represented 6% of the total GDP in the same year (Deighton, 

John; Kornfeld, Leora; Gerra, 2017). 
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CHAPTER THREE 

METHODOLOGY 

This chapter will detail the methodology used to explore the study’s research questions, which were 

focused on gaining insight into voter sentiment about whether federal legislation is necessary for the 

oversight and control of data reliant organizations (DROs) participating in the collection and 

commercialization of personally identifiable information (PII) gathered from online activity using 

personal devices connected to the internet.  The chapter contains three sections: (a) a review of the 

purpose of the study and associated research questions; (b) an explanation of the research design 

chosen and why that choice was appropriate for this study; and (c) a discussion of the procedures 

employed to select respondents and to collect and analyze data, along with rationales for using these 

procedures.   

Purpose of the Study/Research Questions 

In the United States, the collection and sale of personal data is an industry that is driving the growth 

and success of many internet companies.  However, legislation to monitor and control the industry is 

still in its infancy, and questions regarding who should be responsible for oversight of organizations 

trafficking in PII have yet to be resolved.   

Considering the depth, detail, and pervasiveness of data collection, it is reasonable to say that 

individual consumers may not be widely aware of how much information is being collected about them 

or what is being done with that information (Federal Trade Commission, 2014; Somerville, 2017).  Data 

brokers, who are represented by some of the strongest lobbying entities in Washington (Guynn, 2018), 

are currently operating in an environment that has little to no oversight due to an almost total lack of 

legislative oversight.  And the governing bodies that can and would have responsibility for ensuring 
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individual privacy rights are still battling the internal struggles of self-education, the strength of lobbyists 

opposed to regulation, and the question of whether government regulation is something that individuals 

need and want.  It is the combination of these factors that creates the problem of limited understanding 

about what direction the U.S. government is moving in terms of creating government regulations 

surrounding personal data transparency and control.  At this point, the future of personal data privacy 

regulation is unclear at best.  And it is this lack of clarity that plainly identifies a need to gain a greater 

understanding of the current position of constituents, knowledge which will help guide legislators in 

determining the appropriate legislative direction.   This information provides the structure for the 

purpose of this study, which was to analyze the attitudes and level of interest that constituents had in 

seeing legislation enacted to monitor and control the collection and commercialization of PII and to 

protect individual privacy rights. 

The following research questions were used to guide the study:  

1. To what extent are constituents aware that personal data is being collected about them when 

their devices are connected to the internet? 

2. For those respondents that are aware that such data is being collected, or believe data might be 

collected, are constituents knowledgeable about what state or federal legislation, if any, exists 

to monitor and control the collection and commercialization of individuals’ PII; in the absence of 

state or federal legislation, to what extent do respondents feel concern for the lack of 

legislation; and, do respondents feel that there should be federal legislation in place to monitor 

and control what and how DROs are collecting and using their personal data? 

3. Of the seven demographic factors identified in this survey; party affiliation, state of residence, 

sex, age, education, race/ethnicity, and community type; which have a significant impact on 

respondents’ level of awareness, knowledge, concern, and desire? 
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Research Design 

     This study did groundbreaking research into understanding the sentiments of individual U.S. 

constituents stand on the topic of the need for federal legislation to monitor and control the collection 

and commercialization of PII collected from internet connected personal devices.  To provide a concise 

representation for how each of these constituents felt about the topic of federal legislation surrounding 

PII collection and use, the quantitative research method that was employed represents  a combination 

of exploratory and descriptive research (Pratap, 2018) and utilizes a cross-sectional approach.  By 

providing an overview in three areas—i.e., (a) an analysis of how personal data is monetized by different 

types of companies, (b) a complete literature review to learn about existing legislation to protect 

individuals’ privacy and a discovery of how privacy rights have developed in the U.S., and (c) an 

examination into the history and valuation of the internet—a solid foundation was created for the 

development of a survey instrument containing critical context and literature- and context-informed 

questions.   After the survey instrument was developed, the next phase in this study was to gather 

responses from survey respondents and provide a description of participant responses to the four 

identified constructs: awareness of what data is collected about them, knowledge of what legislation 

exists to protect PII, concern about the lack of legislation, and desire to see legislation enacted.  The final 

step was to use regression analyses to determine what demographic variables contributed most 

significantly to the measures of each of the four constructs. 

Survey Instrument 

To gather data relevant to the purpose of this study, I developed a survey instrument that was used 

to gather information from a sample of the U.S. population of registered voters.  The instrument was 

administered using the online survey tool/service, Qualtrics, and consisted of only quantitative, closed 

ended questions.  The use of an online method of data collection allowed for efficient data collection 
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second screener question was used to determine if the respondent was a registered voter in their state 

of residence during the previous two years.  Once respondents had been qualified to participate, 

meaning they were identified as registered voters who are also consistent users of the internet, the next 

priority was to find respondent representation from both republican and democratic parties.  The final 

priority was to obtain respondents representation from as many of the categories within each of the 

demographic factors as possible (i.e., sex, age, education, race/ethnicity, and community type).  This 

approach provided for both an expedient completion rate for the surveys as well as a representative 

sampling of constituents.  As Appendix A indicates, there were a total of 43 survey questions for Groups 

One and Two.  As outlined above, not all respondents answered all 43 questions and the total number of 

questions for each respondent was dictated by the answers they provide for certain logic-action 

questions.  All respondents in Groups One and Two answered between 37 and 43 questions.  

Respondents who were part of Group Three, and who were redirected back into Group Two after 

answering the qualifying question, answered a total of between 38 and 44 questions.  Included in the 

total number of possible questions were six demographic questions.  See Appendix B for a list of all six 

questions. 

Answering the Research Questions 

1. To what extent are constituents aware that personal data is being collected about them when 

their devices are connected to the internet?  

     To answer this question, the ten survey questions that make up the Awareness construct were used 

to generate a score for each respondent.  The answers to each of the ten questions were assigned a 

value between zero and one.  Respondents who chose an answer that demonstrated no awareness of 

the type of data collection being addressed in a question were given a score of zero for that question.  

Respondent who chose an answer(s) that demonstrated a partial, but not complete knowledge of the 
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topic, were given a score with a value greater than zero but less than one for that question.  And for 

respondents who chose the most factual and accurate answer, demonstrating full awareness, they were 

given a score of one for that question.  The minimum score that any respondent could receive for a 

question was zero, and the maximum score was one.  Two of the ten questions were conditional 

questions.  Conditional questions are used to gain more detail about the respondents’ depth of 

knowledge about a topic.  However, if a respondent demonstrated in the question preceding a condition 

question that they have no awareness of the topic, a conditional question would provide no value as 

they had already demonstrated a zero level of awareness.  For this reason, when conditional questions 

were not presented to respondents, it meant that respondent was assigned a value of zero for the 

conditional question and that zero was added to their cumulative Awareness construct score.  When 

analyzing all answers from the Awareness construct, each respondent’s score was calculated by adding 

up the individual scores from each of all ten questions.  The minimum possible score for the Awareness 

construct was zero and the maximum score was ten.  A score of zero for the Awareness construct would 

indicate that a respondent has a complete lack of awareness about data collection or that the 

respondent does not believe data is being collected about them from the options presented.  A score of 

ten would indicate that a respondent has a complete awareness about data collection and is familiar 

with the practices of data collection that are addressed in each of the ten Awareness construct 

questions. 

2. Are constituents knowledgeable about what legislation, if any, exists to monitor and control the 

collection and commercialization of individuals’ PII?  Are constituents concerned about the lack 

of legislation to oversee DROs and to protect their privacy?  Are respondents desirous to see 

legislation enacted to monitor the activities of DROs and to protect the PII of individuals?   

     The three sub-questions within this second question were answered in much the same way as with 

the first research question, beginning with the score assignment process.  Each of the three sub-
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questions represented here are respectively associated the remaining three constructs: Knowledge, 

Concern, and Desire.   

     For the Knowledge construct there were eight possible questions, resulting in a possible score for 

each respondent of between zero and eight.  No conditional questions were present in the Knowledge 

construct questioning.   

     For the Concern construct, there were a maximum of seven possible questions, with one question 

being conditionally delivered to respondents.  This meant that there was a minimum possible score of 

zero and a maximum possible score of seven.   

     The final sub-question assessed the desire of each respondent and included a total of seven possible 

questions, four of which were conditional.  This resulted in a score for the Desire construct of a 

minimum of zero and a maximum of seven.   

3. Of the seven demographic factors identified in this survey; party affiliation, state of residence, 

sex, age, education, race/ethnicity, and community type; which have a significant impact on 

respondents’ level of awareness, knowledge, concern, and desire? 

     To address this question, stepwise regression analysis was used to explain constituent variation in the 

four constructs (Awareness, Knowledge, Concern, and Desire) using the identified demographic 

measures of party affiliation, state of residence, sex, age, education, race/ethnicity, and community 

type.  While the constructs served as the dependent variables in a series of four multiple regression 

models, the independent variables were a mix of continuous (e.g., age) and discreet variables (e.g., party 

affiliation and sex). Taken together, these models allowed for the identification of variables significantly 

correlated (at the p ≤ .05 level) with the individual constructs, the calculation of an effect size associated 

with each of the significant variables, and finally, providing an overall estimate of the amount of 

variation in the constructs explained by the models. 
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Survey Respondent Selection 

There are numerous approaches to addressing the question of how individuals feel about the topic 

of legislation to protect PII.  However, in an attempt to ensure that this research was targeted and 

defensible, I chose to narrow this first survey to a representative sample of voters, discussing only the 

topic of federal legislation, and exclusively focusing on PII collected from individual online activity 

gathered while individuals are using personal digital devices.  Future research can approach the topic 

from a myriad of other perspectives. 

Respondent Selection Summary 

     The objective was to obtain as many complete survey responses as possible from the list of possible 

respondents in the database used for this research.  The criteria for the sampling of respondents was 

created without consideration of the database limitations, and instead focused on attempting to find a 

representative sample.  The geographic distribution of the surveys was from six U.S. states.  The six 

states included, in descending order based on population: California, Texas, Florida, New York, Ohio, 

Georgia. 

Explanation of Selection Criteria 

Total Weight of Influence.  All six states fall within the top ten most populous U.S. states (US States - 

Ranked by Population 2018, n.d.), meaning that these states would heavily influence the passing or 

vetoing of federal legislation if a bill were proposed in congress to monitor and control the collection 

and commercialization of PII by DROs.  All of the information used to assess each of the six states was 

determined during the data collection period, which was at the end of 2019 and prior to the 2020 

presidential elections.   
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California and New York: Feeling Blue.  In the past four presidential elections, California and New 

York have both cast their electoral votes for the democratic candidate (Historical Presidential Election 

Information by State, 2019), meaning they are considered Blue States (Wikipedia contributors, 2019a).  

These states also have a majority of House representatives (Directory of Representatives | House.Gov, 

2019), and both Senate seats (U.S. Senate: Our States, 2019), that are affiliated with the Democratic 

party and would likely lean toward the positions and sentiments of democratic voters and the 

democratic party 

Texas and Georgia: In the Red.  In the past four presidential elections, Texas and Georgia have both 

cast their electoral votes for the republican candidate (Historical Presidential Election Information by 

State, 2019), meaning they are considered Red States (Wikipedia contributors, 2019a).  These states also 

have a majority of House representatives (Directory of Representatives | House.Gov, 2019), and both 

Senate seats (U.S. Senate: Our States, 2019), that are affiliated with the Republican party and would 

likely lean toward the positions and sentiments of republican voters and the republican party 

Florida and Ohio: Straddling the Line.  Florida and Ohio have been somewhat party agnostic in the 

past four presidential elections  (Historical Presidential Election Information by State, 2019).  Both states 

gave their electoral votes to the democratic candidate in two of the past four elections and to the 

republican candidate in the other two elections.  Iowa is the only other state to fall into this category.  In 

addition: 

• Florida registered voters are almost equally distributed, with 37.3% registered as Democrats and 

35.3% registered as Republicans (Registered Voters by State, 2018).  And although the state’s 

federal representation has a majority of its current House of Representatives aligning with the 

Republican Party (16 Republicans and 11 Democrats), its senate seats are split with one 

Republican senator and one Democratic senator (U.S. Senate: Our States, 2019). 
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• Ohio registered voters are also almost equally distributed, with 40% registered as Democrats 

and 42% registered as Republicans (Registered Voters by State, 2018).  And although the state’s 

federal representation has a majority of its current House of Representatives aligning with the 

Republican Party (12 Republicans and 4 Democrats), its senate seats are split with one 

Republican senator and one Democratic senator (U.S. Senate: Our States, 2019). 

State Positioning.  Leveraging a 2018 study ranking all 50 states on a scale of 0-100, with zero being 

no state legislation in place to protect consumer online data privacy and 100 being legislation in place 

across 20 categories of online data privacy, Comparitech (Bischoff, 2018) found five out the six states 

selected for the survey sampling received very similar scores ranging from 30-40.  California ranked 

significantly higher than the other five with a score of 75, due in large part to the passing of the 

Consumer Data Privacy Act (California Consumer Privacy Act of 2018, 2018) in June of 2018.    

The belief was that in allowing for factors including Representative presence in Congress, geographic 

location, and state history of party affiliation (or lack thereof), in combination with a demographic 

sampling of the population, I have been able to obtain a fair representation of the sentiments of the 

total population. 

Sampling Rationale 

In an effort to ensure that the results of this study were representative of the population parameter, 

I attempted to employ a proportionate stratified random sampling method (Ross, 1978) with strata 

representing party affiliation, state location of voter registration, sex, age, education, race/ethnicity, and 

community type (rural, suburban, and city).  An argument could be made to use a non-probability, 

convenience sample of the population to simplify the process of this initial study.  However, in my 

opinion, the reliability limitations of a convenience sample approach, as well as arguments of possible 

bias, would be so great as to render the data analysis open to far too many challenges and objections.  
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The final sample was ultimately dictated by the available responses from the databased used to gain 

survey responses.  Ultimately, respondents from each of the classes within the seven strata were 

included in the sampling, but a proportionate stratified sample was not possible for this survey. 

Survey Demographics & Distribution 

     Within each of the six states, every effort was be made to obtain a proportionate representative 

sampling of respondents.  Proportionate stratified random sampling is designed to ensure that the 

observations used in the sample reflect the actual proportions that exist in the population (Ross, 1978).  

For this sample, data gathered from the U.S. Census on each of the six states was be used to determine 

the parameters of the stratified sample of respondents. The five demographic factors, not including 

party affiliation or state of residence, are: Sex (male/female), Age (ranges up to 65+, beginning with 18), 

Education (from “did not attend or finish high school” to “doctoral degree”), Race/Ethnicity, and 

Community Type (urban, suburban, rural).  When executing the survey, I was aware that it was unlikely 

that with a target sample size of 1,200 total responses distributed across six states, that all five 

demographic factors would be represented in proportions similar to those reported in the most recent 

Census, but every attempt was be made to find respondents from each category within the chosen 

demographic factors.    

     Regardless of the political leaning of the individual states, each state followed the same format for 

respondent selection.  As mentioned above, although the goal was a proportionate stratified random 

sample, the was ultimately unattainable.  Instead, I took as many respondents as I was able to obtain for 

each of the six states. 
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Significance of the Study 

Arguably, exploratory research is the prologue to, and a required component of, any study and 

could therefore be considered unnecessary to mention under typical circumstances.  However, I believe 

that in this study exploratory research was more uniquely critical than the typical and is therefore 

worthy of discussion.  My reasoning for this sentiment is due in large part to the significant role that 

privacy plays in the history of the formation of the U.S.  As defined by Kotler and Armstrong exploratory 

research has the objective of “gather[ing] preliminary information that will help define problems and 

suggest hypotheses” (Kotler & Armstrong, 2006, p. 122).  In the case of this study, the exploratory 

component provides valuable insight into understanding why privacy was virtually an expected right of 

citizens in the U.S.  As far back as the drafting of the Constitution, or more specifically, the Bill of Rights, 

the concept of the right to privacy has been an important concern and hotly debated topic for citizens of 

this country (Finn, 2006).  This has been followed by more than 200 years of continuous challenge and 

question regarding what privacy rights are inalienable, which are grantable, and which are not available.  

If not for the historical context that was discovered through the exploratory research phase, the 

resulting framework, constructs, hypotheses, survey instrument, and even the problem statement itself 

would have been materially different from what has been produced.  It is for these reasons that I believe 

honorable mention should be given to the critical phase of exploratory research. 

This survey was intended to explore the level of awareness of constituents about this topic, gaining 

insight into constituents knowledge of how their collected data is being used,  whether they know of the 

existence of state or federal legislation to monitor and/or control the industry, exploration into the 

existence and level of concerns about PII data collection and the absence of protective legislation, and 

how they rate its importance in their personal lives.  Distinct from these questions will be an assessment 

of whether constituents believe that Washington should be focusing on this issue at all or whether they 

believe it is something that wastes the limited resources of their tax dollars.   
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Based on the nascency of this topic, it is difficult to specifically identify who the greatest 

beneficiaries of the research will be.  However, it is certain that several different groups will each be 

able to obtain some level of value from this research.  These groups include: legislators, the general 

public, other researchers, and even the DROs participating in the commercialization of PII.   

The expectation is that this study will be the first in a series of studies on personal data privacy 

protection.  With a continued focus on legislation, future research will explore the positions of federal 

and state legislators about controlling data collection and commercialization and whether legislators are 

aligned with constituents on the importance of these topics.  Also of interest will be research to better 

understand the depth to which individuals are aware of how much, and from where data is being 

collected about them and their personal activity.  Future research opportunities will address how 

constituents feel about the following topics: the collection and use of biometric data, the generation 

and use of data from smart home devices (not just Amazon Echo and Google Home, but smart 

appliances, thermostats, and vacuum cleaners that are creating 3-D models of your home, and other 

Internet of Things devices), the generation and use of data from transportation (personal cars, public 

transportation, air/train/bus travel), the collection and use of data from smart clothing (a rapidly 

growing sector), and whether enough is being done to ensure data security and to prevent breaches of 

databases storing PII.  One other piece of research that can be generated without collecting additional 

data is an assessment of respondents based on zip codes.  In an effort to verify respondents’ geographic 

location, respondents were required to provide their zip codes.  This information will allow for future 

research to include overlaying known data about populations within zip codes to provide further insight 

into leanings by geographic location. 

Although all of the ideas for future research are interesting, without first developing a foundation of 

understanding of how individuals feel, the future research would have limited value.  For this reason, 
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this first study to better understand how individuals feel about the topic of legislation to protect PII is 

critical to being able to build upon it in future research efforts.  
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CHAPTER FOUR 

RESULTS 

This chapter contains the results of the quantitative research that was conducted to discover the 

answers to the following proposed research questions:      

1. To what extent are constituents aware that personal data is being collected about them when 

their devices are connected to the internet? 

2. For those respondents that are aware that such data is being collected, or believe data might be 

collected, are constituents knowledgeable about what state or federal legislation, if any, exists 

to monitor and control the collection and commercialization of individuals’ Personally 

Identifiable Information (PII); in the absence of state or federal legislation, to what extent do 

respondents feel concern for the lack of legislation; and, do respondents feel that there should 

be federal legislation in place to monitor and control what and how data reliant organizations 

(DROs) are collecting and using their personal data? 

3. Of the seven demographic factors identified in this survey; party affiliation, state of residence, 

sex, age, education, race/ethnicity, and community type; which have a significant impact on 

respondents’ level of awareness, knowledge, concern, and desire? 

    To present a clear and comprehensive overview of the results of this study, this chapter will follow a 

format that begins with outlining the procedures used to gather data from the sample population.  This 

will be followed by a descriptive analysis of the results for each of the assessed demographic factors, a 

summary of each construct’s reliability, and an answer to each of the three research questions.  The 

chapter will end with an explanation of the results of the regression analysis that was used to identify 

statistically significant demographic factors correlated with each of the four constructs. 
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     In this chapter I will also demonstrate how a combination of exploratory and descriptive research 

(Pratap, 2018) has been employed utilizing a cross-sectional approach, for the purpose of analyzing the 

attitudes and level of interest that constituents have in seeing legislation enacted to monitor and control 

the collection and commercialization of PII and to protect individual privacy rights.  It further examines 

attitudes within four constructs; Awareness, Knowledge, Concern, and Desire, to identify how 

demographic factors affect individual attitudes. 

Participants and Procedures 

     The database of possible respondents used for this research came from a mystery shopping 

company’s database of all mystery shoppers in the U.S.  From the existing database of mystery 

shoppers, all known shoppers registered as living in the six states selected for the survey were exported 

into a new distribution database.  There were no other criteria to filter who was included in the 

database, as the qualifier and demographic questions would provide all additional details necessary to 

ensure that respondents fit the participant requirements.   

     An email was sent out in early February 2020 to the new distribution database of approximately 

10,000 people.  The email contained an explanation of the request to participate in the survey and a link 

to the survey instrument.  The objective was to obtain as many responses as possible from the chosen 

database, based on the limitations set forth in the sampling criteria: must live in California, Texas, 

Florida, New York, Ohio, or Georgia; must have been a registered voter with either the Democratic or 

Republican party in 2018 or 2019; and must have accessed and used the internet at least one a month 

during the 12 months prior to taking the survey.  The only other requirement was that for a 

respondent’s answers to be included in the analysis, the respondent was required to complete the 

entire survey.  The survey sent out to a database of approximately 10,000 individuals and remained 
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open for email recipients to complete for two weeks.  Based on these criteria, there were a total of 892 

surveys completed and analyzed for this study.   

Sample Demographics 

For the purposes of both efficiency and single-source referencing, Figure 6 displays the frequencies and 

percentages associated with the seven demographic factors assessed in the survey: Political Affiliation, 

State of Residence, Sex, Age, Education, Ethnicity, and Community Type. Each cell is divided diagonally, 

with the number in the upper left representing the frequency and the number in the lower right 

representing the percentage of the total.  The sections following Figure 6 discuss in detail each of the 

seven factors separately. 
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Figure 6 

Descriptive Summary of All Sampling Results 
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Political Affiliation 

     The initial thought was that an equal representation of Democrats and Republicans would have 

provided a good mix for this study.  However, the final distribution from the total sample turned out to 

be more interesting.  Of the 892 completed surveys included in this study, 497 were completed by 

registered Democrats and 395 were completed by registered Republicans.  This represents a percentage 

distribution of 56% Democrat and 44% Republican.  Interestingly, this distribution aligns very closely 

with the national distribution of registered Democrats and Republicans.  According to the Pew Research 

Center (The 2020 Electorate by Party, Race, Age, Education, Religion: Key Things to Know | Pew Research 

Center, n.d.), from the national pool of registered voters who identify as either Democrat or Republican, 

54% identify as Democrat and 46% identify as Republican.  Therefore, the distribution of Democrats and 

Republicans in this sample suggests that the representation is appropriate when compared to the total 

population of registered voters.   

     When examining the party affiliation by state, there were a couple of surprises, but nothing 

concerning.  As expected, California and New York respondents leaned more heavily toward Democrat 

vs. Republican, with a distribution of 63% Democrats responding and 37% Republicans responding from 

both states.  In addition, as expected, Texas leaned more right with 41% of respondents being registered 

Democrats and 59% registered Republicans.  Ohio, selected as one of two middle-of-the-road states, 

resulted in 51% Democrat responses versus 49% Republican.  The other middle-of-the-road state 

selected was Florida, which produced a larger than expected Democrat representation at 59% versus 

41% Republican.  The difference is not concerning and simply warranted mention as it was identified as 

one of the two middle-of-the-road states.  The final state, Georgia, produced the greatest surprise.  

Georgia, along with Texas, was identified as a red state based on its history of voting and congressional 

representation.  However, the distribution of respondents was weighted heavier for Democrats with 
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64% of respondents identifying as registered Democrats and 34% as registered Republicans.  Much like 

the Florida difference, there is no concern about representation for either party. 

State of Residence 

     In addition to the summary information presented in Figure 6, I have created Table 2, which directly 

compares each state’s sample representation in the survey to each state’s total representation in the 

U.S. population.  As seen in Table 2, 30% of all survey respondents came from California.  According to 

the U.S. Census Bureau’s 2019 population estimates (US States - Ranked by Population 2021, n.d.), 

California represented 30% of the total U.S. population.  Similar results can be seen for Texas (Survey: 

23%, Population: 22%), Florida (Survey: 16%, Population: 16%), and Georgia (Survey: 9%, Population: 

8%).  The two states that are not as well aligned with the U.S. population percentages are New York 

(Survey: 10%, Population: 15%) and Ohio (Survey: 13%, Population: 9%).  However, the number of 

respondents from New York and Ohio were not so low as to be concerning, coming in at 91 and 118, 

respectively.   

Sex 

     The mix of female to male respondents, although heavily weighted toward female, does not come as 

a surprise when considering the database from which the potential respondents were mined.  According 

to Zippia (Mystery Shopper Demographics and Statistics - Zippia, n.d.), a careers website, the average 

distribution of female to male mystery shoppers in the U.S. is 70% and 27%, respectively (3% were 

identified as unknown).  Therefore, when analyzing this survey, the results of 77% of respondents being 

female and 23% being male was not an unexpected outcome albeit a potential limitation to the study.   

     At the state level, four of the six individual states saw very similar results, except for Ohio and 

Georgia.  Both of these states saw slightly higher female respondent percentages, coming in at 81% and 
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84%, respectively.  Although not an ideal mix, especially for the 16% male respondent rate in Georgia, it 

is a known and acknowledged limitation. 

Age 

     Age groupings were selected based on commonly accepted age ranges for Gen Z (only those over 18), 

Millennials, Gen X, Baby Boomers, and everyone over 65 years of age (Where Millennials End and 

Generation Z Begins | Pew Research Center, n.d.).  Excluding the youngest group, each of the other age 

ranges had a fair representation of respondents: 25-38 years old having the second highest respondent 

rate with 253, 39-54 years old having the highest respondent rate with 294, 55-65 coming in third with 

213 respondents, and Over 65 delivering 115 respondents.  The age group 18-24 only produced a total 

of 17 responses.  Although disappointing, this number was not a surprise.  According to Zippia (Mystery 

Shopper Demographics and Statistics - Zippia, n.d.), mystery shoppers in the age range of 20-30 years 

old only make up 10% of the mystery shopper population, with the number of shoppers increasing as 

the age range increases.  Therefore, the fact that this survey resulted in 2% of all responses coming from 

people between the ages of 18 and 24 does not come as a surprise.  Once again, this is a known and 

acknowledge limitation in the response dataset.   

Education  

     The distribution across all education levels was of particular interest for this study.  With the known 

limitations of the database used, and the six education level groups ranging from high school through 

doctorate, there was concern that one or more groups might not have enough respondents to warrant 

inclusion in the study.  Fortunately, all groups had numbers sufficient to include, with 

doctorate/professional respondents producing the fewest surveys at 33 (4% of the total) and 

Trade/technical/vocational school and Attended or graduated high school coming in second and third 
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from last at 54 (6% of the total) and 66 (7% of the total) respondents each, respectively.   The remaining 

four education groups had strong showings with more than 100 respondents each.   

Ethnicity 

     For this study, six response options were provided to respondents for the question asking about 

ethnicity.  However, one of the six options was “Other,” which allowed respondents who did not identify 

with any of the five ethnicities to have an option.  For the purposes of this study, and because I have no 

detail on how each respondent defined “Other,” the Other category was not included when assessing 

the impact of ethnicity on the study questions.  For the remaining five ethnic groups, only one had 

response numbers that were too low to include in the analysis.  Native American or American Indian 

produced only five responses, or 0.6% of the total responses.  Lastly, a known and acknowledged 

limitation of the database of respondents used for this study is that it is a database of mystery shoppers.  

According to Zippia (Mystery Shopper Demographics and Statistics - Zippia, n.d.), the distribution of 

ethnicities within the mystery shopper community is predominantly white, with representation 

consisting of 74.7% White, 7.8% Hispanic or Latino, 6.1% Black or African American, 0.5% American 

Indian or Alaska Native, 8.7% Asian, and 2.2% Unknown.  Therefore, it is not a surprise that the results of 

this survey produced responses that were somewhat consistent with Zippia’s data, showing results of 

68% White, 9% Hispanic or Latino, 14% Black or African American, 0.6% Native American or American 

Indian, 4% Asian / Pacific Islander, and 4% Other. 

     Based on the responses received, White, Hispanic or Latino, Black or African American, and Asian / 

Pacific Islander were included in the final analysis.  As mentioned above, both Native American or 

American Indian and Other were excluded. 

 

 



99 
 

 
 

Community Type 

     The results from the community types were straightforward.  Forty percent of all responses came 

from respondents living in a City/Urban community, 46% came from Suburban dwellers, and 14% from 

Rural/Farm communities.   

Table 2 

Comparison of Survey Respondents to U.S. Population as a Percentage 

Variables All States California Texas Florida New York Ohio Georgia 

State % representation within survey sample 

  n=892 100% 30% 23% 16% 10% 13% 9% 

State % representation of actual U.S. population 

  N=328mm 100% 30% 22% 16% 15% 9% 8% 

 

Construct Data Reliability 

     One of the objectives of this study was to generate data that can be used to assess individual 

constituent interest in seeing federal legislation enacted to monitor and control the activities of DROs 

while also providing protection for individual PII.  In order to accurately assess that level of desire in 

each respondent, it was first important to understand each respondents’ level of awareness of what 

data is being collected, their knowledge of what legislation already exists, and what level of concern 

each respondent has when they are told about what legislation does (or does not) exist.  It is these three 

assess areas, in conjunction with the assessment of desire, that make up the four constructs measured 

in this study.   

     To achieve the measurement objective, and to provide a solid foundation for future research, it was 

necessary for the data generated by the survey instrument to be considered reliable.  For that reason, 

each construct was assessed using Cronbach’s alpha measure of reliability; this ensured that the 
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grouping of questions used to form each construct produced the greatest reliability score.  Although 

minimum threshold scores of reliability tend to vary by individual and discipline, some research 

promotes that a Chronbach alpha score of between 0.6-0.7 is considered good and reliable for the social 

sciences (Ursachi et al., 2015) (Ghazali, 2008).  For that reason, I assessed the reliability of each of the 

four constructs with a minimum threshold α score of 0.6. 

     As a reminder, question one of this study looked to understand the level of awareness for all 

respondents.  Similarly, question two asked about respondents’ level of knowledge, concern and desire.  

Therefore, in an effort to provide a logical flow to the data analysis and results, I will answer the first of 

the three study questions after providing the reliability results for the Awareness construct.  Then, after 

sharing the reliability results for the Knowledge, Concern, and Desire constructs, I will answer question 

two of the study.  The third question is unique from questions one and two, and I will therefore answer 

question three after sharing the regression analysis results. 

Awareness Construct 

     The first construct measured by this instrument assessed individuals’ awareness by identifying their 

level of understanding about what type, who, and from where PII is being gathered during online 

activity.  Each respondent answered between eight and ten questions to produce an awareness score.  

The resulting Cronbach’s alpha reliability score that was generated by the ten possible questions was 

0.73.  This score exceeds the minimum alpha coefficient threshold of 0.06 and meets this study’s 

requirements for internal consistency reliability. 

Answering Research Question 1 

     The first of the three research questions in this study sought to identify how aware respondents are 

that data is being collected about them while they are online.  As outlined in chapter three, each survey 

question within each construct is assigned a possible score between zero and one, assessing the 
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respondent’s level of understanding or interest for that construct.  When respondents have finished all 

of the questions within a construct, their total score is calculated.  Because there are a total of ten 

questions in the Awareness construct, each respondent has the opportunity to receive a score of 

between zero and ten.  Although there is no standard scale for what is considered low to high scores, for 

the purposes of this research, I have assigned the scale in Table 3 for Awareness construct scores.  The 

rationale for the scoring is an attempt to show that respondents who received a score equivalent to less 

than 60% (+/- 5%) of the maximum available score were considered at the bottom of the group.  Those 

respondents that received a score equivalent to >60%, but less than <75% (+/- 5%), were at a basic level.  

Those respondents that received a score equivalent to >75%, but less than <90% (+/- 5%) were at an 

adequate or intermediate level.  And those respondents that received a score equivalent to >90% (+/- 

5%) were at a high or superior level.  This system of scoring was applied to Tables 4, 5, and 6 as well.  

Table 3 also shows the percentage of respondents who achieved each of the possible score groups.   

     A total of 10.1% of all respondents scored below 6.0 points, corresponding to a Poor/Low Awareness.  

An additional 18.9% of respondents scored between 6.0 and 7.25 points, corresponding to a Basic 

Awareness of data collection.  The third level of awareness of online data collection is considered 

Adequate, representing a total of 38.8% of all respondents.  As the final score on the Awareness Scale, 

32.2% of all respondents achieved a level of Superior Awareness.  In total, 71% of all respondents had 

either an adequate or superior level of awareness about from where and the type of data being 

collected about them while they are using an online connected personal device.  The remaining 29% of 

the sample population demonstrated a less than adequate level of awareness. 
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Table 3  

Awareness Scale and Respondent Percentages 

Rating Range Respondent % 

Poor/Low Awareness 0.0 – 5.75 points 10.1% 

Basic Awareness 6.0 – 7.25 points 18.9% 

Adequate Awareness 7.5 – 8.75 points 38.8% 

Superior Awareness 9.0 – 10.0 points 32.2% 

 

Note. N = 892. 

Knowledge Construct 

     The second construct measured by this instrument assessed individuals’ knowledge of whether 

legislation exists to monitor and control the activities of DROs collecting and commercializing PII and the 

rights of individuals to know what information is collected.  Each respondent answered eight questions 

to produce a knowledge score.  The resulting Cronbach’s alpha reliability score that was generated by 

the eight possible questions was 0.76.  This score exceeds the minimum alpha coefficient threshold of 

0.06 and meets this study’s requirements for internal consistency reliability. 

Concern Construct 

     The third construct measured by this instrument assessed individuals’ concern about the lack of any 

legislation to monitor the business practices of DROs.  Each respondent answered seven questions to 

produce a concern score.  The resulting Cronbach’s alpha reliability score that was generated by the 

seven possible questions was 0.90.  This score exceeds the minimum alpha coefficient threshold of 0.06 

and meets this study’s requirements for internal consistency reliability. 
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Desire Construct 

     The fourth construct measured by this instrument assessed individuals’ desire to see legislation 

enacted to monitor and control the activities of DROs collecting and commercializing PII and to provide 

rights for individuals to have some control of what data is collected and how it is used.  Each respondent 

answered seven questions to produce a desire score.  The resulting Cronbach’s alpha reliability score 

that was generated by the seven possible questions was 0.61.  This score exceeds the minimum alpha 

coefficient threshold of 0.06 and meets this study’s requirements for internal consistency reliability. 

Answering Research Question 2 

         As addressed earlier in this chapter, question two has three sub-questions within it that require 

answering separately.  Each of these three sub-questions relates to each of the remaining three 

constructs.  Below are the answers to each of the three sub-questions. 

Sub-question A.  The first of the three sub-questions in this study sought to identify how much 

knowledge each respondent had about what legislation already exists to monitor and control the 

activities of DROs participating in the collection and commercialization of PII obtained from individual 

online activity.  Possible scores for respondents had a range between zero and eight.  Just as with the 

awareness measure, although there is no standard scale for what is considered low to high scores, for 

the purposes of this research, I have assigned the scale in Table 4 for Knowledge construct scores.  Table 

4 also shows the percentage of respondents who achieved each of the possible score groups. 

     A total of 57.3% of all respondents scored below 5.0 points, corresponding to a Poor/Low Knowledge.  

An additional 20.1% of respondents scored between 5.0 and 5.50 points, corresponding to a Basic 

Knowledge of data collection.  The third level of knowledge of existing legislation is considered 

Adequate, representing 13.2% of all respondents.  As the final score on the Knowledge Scale, 9.4% of all 

respondents achieved a level of Superior Knowledge.  In total, 22.6% of all respondents had either an 
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adequate or a superior level of knowledge about what legislation does or does not exist to protect 

individual data privacy.  The remaining 77.4% of the sample demonstrated a less than adequate level of 

knowledge. 

Table 4  

Knowledge Scale 

Rating Range Respondent % 

Poor/Low Awareness 0.0 – 4.75 points 57.3% 

Basic Awareness 5.0 – 5.50 points 20.1% 

Adequate Awareness 6.0 – 6.5 points 13.2% 

Superior Awareness 7.0 – 8.0 points 9.4% 

 

Note. N = 889. 

Sub-question B.  The second of the three sub-questions in this study sought to identify the level of 

concern that each respondent had to the fact there is no state or federal legislation that exists to 

monitor and control DROs participating in the collection and commercialization of PII or to protect 

individual privacy within the industry.  Possible scores for respondents had a range between zero and 

seven.  Just as with the awareness and knowledge measures, although there is no standard scale for 

what is considered low to high scores, for the purposes of this research, I have assigned the scale in 

Table 5 for Concern construct scores.  Table 5 also shows the percentage of respondents who achieved 

each of the possible score groups.   

     A total of 6.6% of all respondents scored below 4.0 points, corresponding to Little/No Concern.  An 

additional 7.1% of respondents scored between 4.0 and 4.75 points, corresponding to some concern 

about the lack of legislation.  The third level of concern about the lack of legislation is considered 

Intermediate, representing 19.2% of all respondents.  As the final score on the Concern Scale, 66.7% of 
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all respondents expressed a level of High Concern.  In total, 85.9% of all respondents had either an 

intermediate or a high level of concern about the lack of legislation to protect individual data privacy.  

The remaining 14.1% of the sample demonstrated little and some levels of concern.  

Table 5  

Concern Scale 

Rating Range Respondent % 

Little/No Concern 0.0 – 3.75 points 6.6% 

Some Concern 4.0 – 4.75 points 7.1% 

Intermediate Concern 5.0 – 5.75 points 19.2% 

High Concern 6.0 – 7.0 points 66.7% 

 

Note. N = 889. 

Sub-question C.  The third and final of the three sub-questions in this study sought to identify the level 

of desire that each respondent had to see legislation enacted that will provide oversight and control of 

companies participating in the collection and commercialization of PII obtained from online activities.  

Possible scores for respondents had a range between zero and seven.  Just as with the awareness, 

knowledge, and concern measures, although there is no standard scale for what is considered low to 

high scores, for the purposes of this research, I have assigned the scale in Table 6 for Desire construct 

scores.  Table 6 also shows the percentage of respondents who achieved each of the possible score 

groups.  

     A total of 0.1% of all respondents scored below 4.0 points, corresponding to Little/No Desire.  An 

additional 1.2% of respondents scored between 4.0 and 4.75 points, corresponding to some desire to 

see legislation enacted.  The third level of desire to see legislation enacted is considered Intermediate, 

representing 9.3% of all respondents.  As the final score on the Desire Scale, 89.4% of all respondents 
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expressed a level of High Desire.  In total, 98.7% of all respondents had either an intermediate or a high 

level of desire to see legislation enacted to protect individual data privacy.  The remaining 1.3% of the 

sample demonstrated little and some levels of desire.  

Table 6  

Desire Scale 

Rating Range Respondent % 

Little/No Desire 0.0 – 3.75 points 0.1% 

Some Desire 4.0 – 4.75 points 1.2% 

Intermediate Desire 5.0 – 5.75 points 9.3% 

High Desire 6.0 – 7.0 points 89.4% 

 

Note. N = 889. 

Answering Research Question 3 

     Regression Analysis.  One of the objectives of this study, as represented by the third of the three 

identified research questions, was to generate data that can be used to understand which demographic 

factors most significantly influenced the results of the score for each construct.  To achieve this 

objective, the decision was made to leverage stepwise analysis as the approach that would effectively 

identify which factors most significantly affects overall awareness, knowledge, concern, and desire.  This 

approach, chosen because of its ability to measure iterate each independent variable in a model and 

remove those that are not significant, helped explain constituent variation in each of the four individual 

constructs using the identified demographic measures of party affiliation, state of residence, sex, age, 

education, race/ethnicity, and community type.  Each of the constructs served as the dependent 

variable in a series of four multiple regression models, with the independent variables being a mix of 

continuous (e.g., age) and discreet variables (e.g., party affiliation and sex). Taken together, these 
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models allowed for the identification of variables most significantly correlated (at the p ≤ .05 level) with 

the individual constructs.  Through the review of the results from each construct, the third and final 

research question has been answered: Of the seven demographic factors identified in this survey; party 

affiliation, state of residence, sex, age, education, race/ethnicity, and community type; which have a 

significant impact on respondents’ level of awareness, knowledge, concern, and desire? 

     Awareness Stepwise Regression.  In explaining variation in the Awareness construct, there were a 

total of nine factors that contributed significantly to an individual’s awareness of who was collecting 

data and from what sources.  As illustrated in Table 7, some factors were positively associated with 

awareness while others were negatively associated.   

Table 7 

Stepwise Regression Analysis for the Awareness Construct 

 Unstandardized Coefficients   

Variables B Std. Error t Sig. 

(Constant) .78 .01 71.83 .00 

EDUC_BACH .03 .01 2.67 .00 

EDUC_MAST .04 .01 2.54 .01 

EDUC_DOC .05 .03 1.87 .06 

SEX .03 .01 2.40 .02 

OVER65 -.04 .02 2.86 .00 

RACE_WHITE .03 .01 2.99 .00 

AGE55_65 -.03 .01 -2.11 .04 

OH_RES -.04 .02 -2.46 .01 

TX_RES -.03 .01 -2.13 .03 

 

     Education correlated strongly with awareness, with greater education correlating positively with 

greater awareness.  Those respondents who have a bachelor’s degree were 3% more aware than 
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respondents with less than a bachelor’s degree.  Respondents with a master’s degree were 1% more 

aware than respondents with a bachelor’s degree, or 4% more aware than anyone with less than a 

bachelor’s degree.  Additionally, respondents with a doctorate were 1% more aware than those with a 

master’s degree, or 5% more aware than respondents with less than a bachelor’s degree.  Of the nine 

variables that were significantly correlated with respondent awareness, one third were related to 

education. 

     The other two variables that were positively correlated with awareness were sex and race.  According 

to the results, men were 3% more aware than women about the type and from where personal data is 

being collected.  Race also showed a positive correlation, with whites demonstrating a 3% greater 

awareness than all other races. 

     The negatively correlated factors were found in both age and state of residence.  Based on the 

results, respondents who are between 55-64 were 3% less aware than respondents younger than 55 

years of age.  Similarly, respondents who are over 65 years old were 1% less aware than respondents 

between 55-64 years old, or 4% less aware than respondents under 55 years old.  State of residence was 

the other factor that demonstrated a negative correlation.  From the results, we see that residents of 

Texas were 3% less aware than residents from California, Florida, New York, or Georgia.  Similarly, 

residents of Ohio were 1% less aware than residents from Texas, or 4% less aware than residents from 

California, Florida, New York, or Georgia.   

     Knowledge Stepwise Regression.  The Knowledge construct regressions revealed three factors that 

contributed significantly to an individual’s knowledge of what legislation exists to protect individual data 

privacy rights.  As illustrated in Table 8, race and education were the two factor groups contributing 

significantly to knowledge.   
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     The first factor identified as having a statistically significant impact on knowledge was race.  

According to the data, white respondents were 8% more knowledgeable than non-white respondents 

were. Education, however, showed both a positive and negative correlation.  Those respondents with a 

maximum of a high school education were 7% less knowledgeable than respondents with more than a 

high school education.  For respondents with a master’s degree, they were 5% more knowledgeable 

than respondents with more than a high school education but less than a masters.  Additionally, 

respondents with a master’s degree were 13% more knowledgeable than respondents with no more 

than a high school education.  

 

Table 8 

Stepwise Regression Analysis for the Knowledge Construct 

 Unstandardized Coefficients   

Variables B Std. Error t Sig. 

(Constant) 0..39 .01 28.19 .00 

RACE_WHITE .08 .02 4.76 .00 

EDUC_HS -.07 .03 -2.56 .01 

EDUC_MAST .05 .02 2.14 .03 

 

     Concern Stepwise Regression.  In explaining variation in the Concern construct, three factors 

contributed significantly to an individual’s concern about the fact that no legislation exists to protect 

individual data privacy rights.  As illustrated in Table 9, race and age were the two factor groups 

contributing significantly to concern.   

     The first factor identified as having a statistically significant impact on concern was age.  According to 

the data, respondents between the ages of 25 -38 years old were 3% less concerned about the lack of 

legislation than respondents who are over 38 years old.  Respondents over 65 years old were 5% more 

concerned than respondents between 39 - 65 years old, and 8% more concerned than respondent 
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between 25 – 38 years old. Race was the second factor that demonstrated less concern with the lack of 

legislation.  According to the responses from respondents, whites were 3% less concerned than all other 

races.   

Table 9 

Stepwise Regression Analysis for the Concern Construct 

 Unstandardized Coefficients   

Variables B Std. Error t Sig. 

(Constant) .89 .01 77.57 .00 

AGE25_38 -.03 .01 -2.60 .01 

OVER65 .05 .02 2.49 .01 

RACE_WHITE -.03 .01 -2.14 .03 

 

     Desire Stepwise Regression.  The Desire construct regression revealed a total of four factors that 

contributed significantly to an individual’s desire to see legislation enacted to protect individual data 

privacy rights.  As illustrated in Table 10, age and state of residence were the two factor groups 

contributing significantly to desire.   

     The first factor identified as having a statistically significant impact on desire was age.  According to 

the data, respondents between the ages of 18 - 24 years old were 8% less interested in seeing legislation 

enacted than all other age groups.  Respondents who were over 65 years old were 3% more desirous to 

see legislation enacted than respondents between 25 and 54 years old.  This also means that 

respondents over 65 were 11% more desirous than respondents between 18 – 24 years old.  The group 

most desirous of seeing legislation enacted are those between the ages of 55 – 65 years old.  This group 

was 0.3% more desirous than those over 65 years old.   
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     State of residence was the other factor that demonstrated that it was a statistically significant factor.  

As shown in Table 10, residents of Georgia were 4% less desirous to see legislation enacted than 

residents from any other state. 

Table 10 

Stepwise Regression Analysis for the Desire Construct 

 Unstandardized Coefficients   

Variables B Std. Error t Sig. 

(Constant) .90 .01 145.68 .00 

AGE55-65 .04 .01 3.12 .00 

OVER65 .03 .01 2.24 .03 

AGE18-24 -.08 .04 -2.38 .02 

GA_RES -.04 .02 -2.14 .03 

 

Summary 

     After careful consideration of the elements that would influence the creation of this study’s survey 

instrument, the resulting data was able to clearly answer each of the three research questions. The first 

two research questions focused on gaining insight into respondents understanding and interest in each 

of the four assessed constructs: Awareness, Knowledge, Concern, and Desire, while question three 

sought to determine which factors most significantly influenced participant’s responses.   

     The resulting data for the Awareness construct demonstrated that although 71% of respondents had 

at least an adequate level of awareness about the data collection activities of DROs, 29% of the sample 

population had a less than adequate awareness.  Additionally, education, age, sex, race, and state of 

residency were statistically significant factors when determining respondents’ awareness levels.    

     The results for respondent knowledge revealed that more than half (57.3%) of all respondents had a 

poor knowledge of existing legislation to protect individual data privacy rights, and only 9.4% of 
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respondents had a knowledge level that rated superior.  Interestingly, the two factor groups that 

contributed significantly to respondents’ knowledge levels were race and education. 

     Concern was where we began to see more significantly grouping of interest across all respondents.  

The data demonstrated that 85.9% of all respondents had either an intermediate or a high level of 

concern about the lack of legislation to protect individual data privacy.  The two significant factors 

contributing to respondent answers were age and race. 

     Desire to see legislation enacted was the fourth of the constructs measured.  The data demonstrated 

that 98.7% of all respondents had either an intermediate or a high level of desire to see legislation 

enacted to protect individual data privacy, with only 0.1% of respondents expressing little or no interest 

in seeing legislation enacted.  The influencing factors with the greatest significance were age and state 

of residence. 
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CHAPTER FIVE 

DISCUSSION 

     As the final chapter in this research study, the goal was to finalize the details of this study and 

prepare for future research.  To achieve this objective, the chapter will begin with a brief review of the 

study purpose, ensuring that the initial intention of this research was met by the outcome.  This will be 

followed by a review of the methodology applied to gathering and analyzing the research, inclusive of 

both a recap of the instrument design and the three purposed research questions.  To ensure clarity, I 

then present a summary of the finding for each of the three research questions, inclusive of how they 

relate to any of the literature reviewed for this study and what implications the findings might have for 

policy and practice in the future.  In closing, this chapter will identify some known limitations and share 

recommendations for future research.   

Purpose 

     The idea for this study launched from an awareness of the growing online data collection industry, 

and the knowledge that there is virtually no legislation in place to protect individual Personally 

Identifiable Information (PII) collected and commercialized by organizations participating in the data 

collection industry.  In addition, there was a widely held belief that most individuals were unaware of 

how much data was being collected or what was being done with that data (Federal Trade Commission, 

2014; Somerville, 2017).  Interestingly, even though there was no research to determine individuals’ 

interest in seeing legislation enacted to protect PII, the data brokerage industry was represented by 

some of the strongest lobbying entities in Washington (Guynn, 2018), focused on mitigating the 

enacting of legislation to oversee their industry.  It was this lack of clarity or understanding that outlined 

the details of the purpose of this research: to analyze the attitudes and level of interest that 
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constituents have in seeing legislation enacted to monitor and control the collection and 

commercialization of PII and to protect individual privacy rights.   

Methodology 

     This study did groundbreaking research into understanding where individual U.S. constituents stand 

on the need for federal legislation to monitor and control the collection and commercialization of PII 

collected from internet connected personal devices.  To provide a concise representation for how each 

of these constituents feels about the topic of federal legislation surrounding PII collection and use, the 

quantitative research method employed a combination of exploratory and descriptive research (Pratap, 

2018) utilizing a cross-sectional approach.  By providing an overview in three areas—i.e., (a) an analysis 

of how personal data is monetized by different types of companies, (b) a complete literature review to 

learn about existing legislation to protect individuals’ privacy and a discovery of how privacy rights have 

developed in the U.S., and (c) an examination into the history and valuation of the internet—a solid 

foundation was created for the development of a survey instrument containing critical context and 

informed questions.    

To gather data relevant to the purpose of this study, I developed a survey instrument that was used 

to gather information from a sample of the U.S. population of registered voters in six of the most 

populous states: California, Florida, Texas, New York, Ohio, and Georgia.  The instrument was 

administered using the online survey tool/service, Qualtrics, and consisted of only quantitative, closed 

ended questions.  The use of an online method of data collection allowed for efficient data collection 

and a more rapid data analysis.  The list of possible respondents was taken from a market research 

company’s available database.  Each respondent was asked to answer a series of qualifying questions to 

ensure that they met the requirements of living in one of the six selected states, being a registered 

voter, and being an active online user.  In total, there were 892 completed survey responses.   
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The survey assessed four constructs: Awareness, Knowledge, Concern, and Desire.  The Awareness 

construct sought to understand the level of awareness that respondents had about whether data was 

being collected and from where that data was collected.  The Knowledge construct determined whether 

respondents know if legislation exists to protect individual PII and to oversee the activities of data 

reliant organizations (DROs).  The Concern construct’s purpose was to understand the level of concern 

that respondents had about the lack of legislation in place to protect their PII.  And the Desire construct 

identified how desirous respondents were to see federal legislation enacted to protect their personal 

data privacy.   

Findings 

     From this research, there are several, highly insightful pieces of information that can be used by 

anyone interested in understanding how constituents feel about the current state of the data 

commercialization industry and the need for legislation to protect PII.  However, it is important to note 

that I will be unable to reference prior research in this section.  This is not a result of lack of interest or 

desire to include these references, but instead is a result of the fact that it has been established that 

there is little to no valid or reliable research around individuals’ level of interest to see legislation 

enacted to protect PII collected by DROs.  Only two studies were discovered that contained any 

information closely related to this study.  The first finding published no data to substantiate the 

research’s validity or reliability, and the researchers refused to provide any additional detail when I 

contacted them (About Us | Campaign for Accountability, n.d.).  The second study contained only two 

questions about respondents’ interest in legislation to allow access to personal data and the ability to 

request that personal data to be deleted (Hoofnagle et al., 2012).  However, the purpose of the study 

was focused on differences among age groups to various types of questions and the two legislation 

questions were focused only on websites that collect data, not data gathering as an industry.  For these 
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reasons, there will not be an attempt made to align the findings from this study’s research with the 

findings from either of the other two pieces of literature discovered during the review process. 

     For consistency, I will attempt to address the major findings in the same order as the research 

questions have been presented.  However, before assessing the findings that were unique to each 

question, it seems appropriate to first address the findings that were ubiquitous throughout the 

research findings. 

Factors Not Contributing To Explained Variation 

     Depending on certain perceptions, the factors that demonstrated no statistical significance in 

explaining variation in the four constructs may be the most surprising.  According to the research, 

political affiliation did not significantly contribute to any of the four constructs or respondents’ scores.  

This lack of variation between parties may not be as incredibly insightful when assessing the awareness 

of individuals across party lines.  However, the lack of any significant difference in party affiliation when 

assessing knowledge of legislation, concern about the lack of legislation, and desire to see legislation 

enacted may come as a surprise to people on both sides of the aisle.  Also of interest is the fact that 

community type plays no significant role in people’s opinions on any of the four constructs.  It would not 

be unusual to expect to see strong differences within any of the four constructs when comparing across 

different community types.  However, according to the results, this factor had no significant impact on 

respondents’ results. 

Question Summary 

There were three research questions proposed for this study.  Below are the findings from the 

research for each of the three questions. 
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Research Question 1: To what extent are constituents aware that personal data is being collected 

about them when their devices are connected to the internet? 

The first question sought to identify how aware respondents are about data being collected about 

them while they are online.  To facilitate the assessment of awareness, a scoring system was assigned to 

the Awareness construct.  Within the Awareness construct there were a total of ten possible questions 

for respondents to answer.  Each question has an assigned value from zero to one point.  This meant 

that respondents could generate as total possible score of between zero and ten for the entire 

Awareness construct.    

Respondent scores determined which of four awareness categories respondents would be included 

in: Poor/Low, Basic, Adequate, or Superior.  In total, 71% of all respondents had either an adequate or 

superior level of awareness about from where and the type of data being collected about them while 

they are using an online connected personal device.  The remaining 29% of the sample demonstrated a 

less than adequate level of awareness. 

Research Question 2: For those respondents that are aware that such data is being collected, or 

believe data might be collected, are constituents knowledgeable about what state or federal 

legislation, if any, exists to monitor and control the collection and commercialization of individuals’ 

Personally Identifiable Information (PII); in the absence of state or federal legislation, to what extent 

do respondents feel concern for the lack of legislation; and, do respondents feel that there should be 

federal legislation in place to monitor and control what and how DROs are collecting and using their 

personal data? 

     Research question two has three sub-questions within it that require answering separately.  Each of 

these three sub-questions relates to each of the remaining three constructs.   
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     Sub-question A.  This question sought to identify how much knowledge each respondent had about 

what legislation already exists to monitor and control the activities of DROs participating in the 

collection and commercialization of PII obtained from individual online activity.  Within the Knowledge 

construct, there were eight questions for respondents to answer.  Each question has an assigned value 

from zero to one point.  Possible scores for respondents had a range between zero and eight.   

     Respondent scores determined which of four knowledge categories respondents would be included 

in: Poor/Low, Basic, Adequate, or Superior.  In total, 22.6% of all respondents had either an adequate or 

a superior level of knowledge about what legislation does or does not exist to protect individual data 

privacy.  The remaining 77.4% of the sample demonstrated a less than adequate level of knowledge. 

     Sub-question B.  The focus of this question was to determine what level of concern each respondent 

had to the fact there is no state or federal legislation exists to monitor and control DROs participating in 

the collection and commercialization of PII or to protect individual privacy within the industry.  Within 

the Concern construct, there were seven possible questions for respondents to answer.  Each question 

has an assigned value from zero to one point.  Possible scores for respondents had a range between 

zero and seven.   

     Respondent scores determined which of four concern categories respondents would be included in: 

Little/No, Some, Intermediate, or High.  In total, 85% of all respondents had either an intermediate or a 

high level of concern about the lack of legislation to protect individual data privacy.  The remaining 15% 

of the sample demonstrated little and some levels of concern. 

     Sub-question C.  This question intended to identify what level of desire each respondent had to see 

legislation enacted that would provide oversight and control of companies participating in the collection 

and commercialization of PII obtained from online activities.  Within the Desire construct, there were 
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seven possible questions for respondents to answer.  Each question has an assigned value from zero to 

one point.  Possible scores for respondents had a range between zero and seven.   

     Respondent scores determined which of four concern categories respondents would be included in: 

Little/No, Some, Intermediate, or High.  In total, 98.7% of all respondents had either an intermediate or 

a high level of desire to see legislation enacted to protect individual data privacy.  The remaining 1.21% 

of the sample demonstrated little and some levels of desire. 

Research Question 3: Of the seven demographic factors identified in this survey; party affiliation, state 

of residence, sex, age, education, race/ethnicity, and community type; which have a significant impact 

on respondents’ level of awareness, knowledge, concern, and desire? 

     The final research question used stepwise regression analyses to understand which demographic 

factors most significantly influenced the results of the score for each construct.  In estimating these 

regressions, the p ≤ .05 threshold was used for variable inclusion. 

     Awareness Stepwise Regression.  It is interesting to now know that a majority of the population 

(71%) have an adequate or higher level of awareness of the activities around personal data collection 

while online.  This awareness is in contrast to the beliefs of some (Federal Trade Commission, 2014; 

Somerville, 2017), and likely something that would be of interest to legislators.   Another fact resulting 

from the data is that almost one third of all respondents (32.2%) have a superior level of awareness.  As 

mentioned above, political affiliation and community type played no significant role in the level of 

awareness of respondents.   

     When considering the regression analysis to better understand those factors that are significantly 

correlated with awareness, a couple of interesting factors presented themselves, which may be of value 

to those interested in leveraging the results of this study.  The first is that beginning with a bachelor’s 

degree, the more educated an individual is, the more aware they are about the activities of online data 
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collection.  Specifically, respondents who have a bachelor’s degree were 2.9% more aware than 

respondents with less than a bachelor’s degree, while those with a master’s degree were 0.7% more 

aware than respondents with a bachelor’s degree, and respondents with a doctorate were 1.3% more 

aware than those with a master’s degree.  This information could be valuable to both future researchers 

as well as legislators considering a position to take on proposed legislation.   

     Other factors that could provide value to both future researchers and legislators are the fact that 

white people were 3.2% more aware than non-whites and that men were 2.8% more aware than 

women.  It is also of potential value to know that people 55 and over were 4.3% less aware, and 

residents in Texas and Ohio were less aware than those in California, Florida, New York, or Georgia. 

     Knowledge Stepwise Regression.  In contrast to the Awareness construct scoring results, the majority 

of respondents scored below adequate when questioned about knowledge of existing legislation to 

protect PII.  There is likely value in knowing that only 9.4% of respondents had a superior level of 

knowledge about existing legislation and more than 77% of respondents had a less than adequate level 

of knowledge.     

     Demonstrating their significance again, race and education were shown to contribute to knowledge 

of existing legislation.  White respondents demonstrated legislative knowledge 7.7% greater than other 

races.  In addition, people with a high school education or less were 7.3% less knowledgeable than all 

others while those with a master’s degree or higher were 4.5% more knowledgeable than respondents 

with more than a high school education.  Once again, this information is potentially valuable to both 

future researchers and to legislators. 

     Concern Stepwise Regression.  It is beginning with the Concern construct that we see a large majority 

of respondents aligning on their positions around a topic.  It is clear, with 85.9% of respondents sharing 

an intermediate or high level of concern, that the lack of legislation in place to protect individual data 
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privacy is worrisome for a significant portion of the population.  It is important to note that of the 

remaining 14.1% of respondents, 7.1% expressed some level of concern, meaning that only 6.6% of the 

population had little to no concern about the lack of legislation.  

     Race and age were the two factors that had the most significant impact on the level of concern of 

respondents about the lack of legislation to protect data privacy.  Interestingly, whites were 2.7% less 

concerned that all other ethnic groups.  Also of interest is the fact that respondents over 65 were more 

concerned than any other age group, while respondents who were between 25 and 38 years old were 

3.4% less concerned about the lack of protective legislation. 

     Desire Stepwise Regression.  The Desire construct had the greatest respondent alignment of 

sentiment among the constructs.  With an almost unanimous result, 98.7% of respondents had either an 

intermediate or a high level of desire to see legislation enacted to protect individual data privacy.  It is 

also important to note that another 1.2% demonstrated some level of interest in seeing legislation 

enacted.  This means that only 0.1% of respondents expressed little or no interest in seeing legislation 

enacted.   

     The influencing factors with the greatest significance on sentiment about desire to see legislation 

enacted were age and state of residence.  Not surprisingly, respondents at each end of the age group 

spectrum had different perspectives, with respondents between 18 and 24 years old being 8.2% less 

interested in seeing legislation enacted than all other age groups, and respondents over 65 years old 

being 3.2% more desirous than those over 24 years of age.  State of residence was the other factor that 

demonstrated that it was a statistically significant factor, with residents of Georgia being 3.5% less 

desirous to see legislation enacted than residents from any other state. 
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Implications 

     Overall, the findings should be incredibly valuable to legislators and DROs.  It is clear from the results 

of this study that the majority of respondents were not aware that legislation to protect PII gathered by 

DROs does not exist at either the state or national level.  However, when respondents were informed 

that legislation does not exist to control the activities of DROs, and that they have little to no rights to 

know what data is being collected or stored about them, the levels of concern and desire were quite 

high.  It is worth noting, again, that 98.7% of respondents had intermediate or high levels of desire to 

see legislation enacted, and 99.9% of respondents expressed at least some desire.   

     It is likely fair to state that there are only a small number of things that people across the aisle agree 

upon at a level of almost 100%.  Based on the results of this study, it would be surprising that legislators 

at all levels did not begin to look to make significant changes in the areas of monitoring and controlling 

the activities of DROs dealing in the collection and commercialization of PII.  However, even if the result 

is not an immediate focus on the proposal of legislation, it is reasonable to expect that legislators will 

begin to do additional research to identify sentiments from their own constituents and to gain greater 

insight into understanding specifically what aspects of data privacy protection are of the greatest and 

most immediate concern. 

Limitations 

     As the first known attempt to understand constituent sentiments around the topic of legislation to 

protect PII, it should be no surprise that limitations exist.  Moreover, although there may be many 

limitations that could be identified, for the purpose of this study, I focused on only those four that 

presented the greatest level of concern during the execution and analysis of this study.  The first known 

limitation surfaced during the literature review.  As discussed, there has been little to no research done 

around the topic of this study, which limits learning from other researchers.   The second limitation 
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presented itself while considering various data sources for the online survey.  As discussed, the database 

used for gathering respondent insights came from a mystery shopping company’s database of mystery 

shoppers.  The third limitation presented itself when deciding on how to ensure that a large enough 

sample of party affiliated respondents was obtained.  To achieve this objective, the decision was made 

to only consider respondents from the Democratic and Republican political parties.  The final limitation 

presented itself during the reliability testing of each of the constructs.  The seven questions in the Desire 

construct only produced a Cronbach’s alpha reliability score of 0.61. Each of these limitations is 

discussed in more detail in the discussion that follows. 

     Although an exhaustive attempt was made to find any reliable research on the topic of constituent 

sentiment around interest to see legislation enacted to monitor the activities of DROs and to protect PII, 

the efforts turned up virtually nothing.  This is not to say that such a limitation would suggest a reason 

not to pursue the topic, but it certainly is more challenging to address a truly nascent subject in an area 

that has rapidly growing attention from many different interested parties.   

     Finding a data source for surveying a sample of the population presented quite a challenge.  For the 

purposes of expediency and efficiency, as well as the fact that the literature review presented no 

existing research to leverage as part of this study, the decision was made to use an online survey 

instrument as the first attempt to gather data on this topic.  The next challenge was to find a database 

of possible respondents who would be willing to share, honestly, the level of personal information 

necessary to make the study valuable.  And to be fair, the irony of needing to acquire PII from 

respondents while researching the topic of protecting PII was not lost on me.  That said, the database of 

possible respondents needed to be one that would produce a sufficient number of respondents to 

generate a representative sample of the population in reasonable quantities.  In addition, the survey 

was going to be quite long, so respondents needed to be willing to invest about 25-30 minutes of their 

time responding to these highly personal questions.  When considering other databases, the constant 
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concern was whether people would not be willing to share highly personal information with an 

unknown source.  It was for that reason that I decided to use a group of possible respondents who are 

part of an existing database that asks for their opinion and input on many topics.  Certainly, there are 

opportunities to discuss the diversity of the demographics of the database or the similarities among a 

group of people who choose to do the same type of work, but similar arguments could be made for 

almost any database.  It is possible that other databases could have produced similar numbers of 

responses in a similar timeframe.  However, with the known limitations in place before launching the 

survey, I am confident that the results are sufficient to justify the database decision. 

     Deciding to include only Democrat and Republican respondents was a difficult choice and a known 

limitation that would need to be addressed.  There were several reasons for this decision, which include 

ensuring that the database contained a sufficient number of each group to gain a representative sample 

and the fact that this was the first study in this area.  The respondent selection criteria leveraged 

published party affiliation for both federal representatives and voter results in prior elections.  The 

number of representatives from other parties did not align itself well with the chosen method for 

sampling.  In addition, the data available around voter results in prior elections from outside of either 

the Democratic or the Republican parties was not as deep or rich as it was for these two parties.  

Therefore, the decision was made that for this first study only the two parties would be included.  

However, future research will likely include respondents from other groups. 

     The final limitation addressed in this section is the relatively low reliability score of the Desire 

construct questions.  A score of 0.61 is not an ideal when trying to establish reliability for an instrument.  

In addition, the fact the previous construct produced a reliability score of 0.9, only serves to highlight 

this limitation even further.  However, as mentioned earlier, this is the first research being done in this 

area.  There is little doubt that future research will continue to improve upon the work done here and 

the hope is that a more reliable construct will be found.   
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Recommendations 

     As of the writing of this final chapter, major events are occurring in the area of legislative action to 

protect PII.  California has officially launched the first widespread state legislation to enforce some level 

of oversight over DROs.  Virginia has become the first state to proactively take action to pass legislation 

that will provide similar levels of protection for individuals’ data privacy.  In addition, the current federal 

presidential and congressional administrations are known to endorse considering greater oversight over 

DROs.  Add to this the incredible growth in data collecting devices/processes that are part of our 

everyday lives (e.g., smart home devices, on-board automobile computers, biometric scanning, smart 

clothing, etc.), and personal data collection is an inescapable part of every moment of our lives.  In light 

of these factors, as well as growing mainstream media chatter around the importance of data privacy, 

now is the time to continue to pursue additional research in this area.   

     As an immediate follow up to this research, I have identified three areas of focus for additional 

research.  The first will require no additional data gathering and will be able to leverage the data that 

has already been collected for this study.  In addition to the seven demographic factors collected during 

this study, the data gathered included the zip codes for all 892 respondents.  This information will allow 

future researchers to overlay known data about populations within zip codes to provide further insight 

and comparisons by geographic location. 

     The second opportunity, and a logical next step would be to speak directly with state and federal 

legislators to understand their positions on protective legislation for individual PII.  Much like visibility 

into constituent sentiments about the importance of protective legislation, there is no single resource 

for constituents to know how representatives feel about this topic or what position they are taking. 

     The final recommendation for additional research would be to expand on the work already done in 

this study.  This could include querying respondents who align with other political parties.  Deeper 
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research could also investigate further individuals’ knowledge of other data sources used to collect 

personal information.  Alternatively, researchers could choose a qualitative approach to gain richer and 

more contextualized understandings of participants responses.   

     This topic is poised to become much more central to political conversations in the near future and I 

am confident that this research, as well as the research that follows, will contribute greatly to providing 

for what is in the best interest of all constituents. 
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Appendix A 

Survey Questions 

Text in italics was not shown to respondents taking the survey.  In addition, respondents did not see 

question numbers or group number information. 

 

QUALIFYING QUESTIONS (all respondents) 

 

1   During the past 12 months, have you accessed the internet at least once a month using one or more 

of the following devices: personal computer (desktop or laptop), tablet, or smartphone? 

o Yes  

o No  

 

2   Were you a registered voter in your state of residence in 2018 or 2019? 

o No - I was not registered to vote.  

o Not Sure - I am not sure if I was registered to vote.  

o Republican - Yes, I was registered to vote as a Republican.  

o Democrat - Yes, I was registered to vote as a Democrat.  

o Independent - Yes, I was registered to vote but did not choose a political party.  

o Other – Yes, I was registered to vote as a member of a party not listed above.  

 

*Respondents who answered ‘No’ to question one or something other than ‘Republican’ or ‘Democrat’ to 

question two were exited from the survey. 
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AWARENESS CONSTRUCT (all respondents) 

 

3   When using your personal device(s) to access the internet, do you believe that personal information 

about you is being gathered and stored while you are connected to the internet? 

o Yes  

o No  

o Maybe  

 

4   Which of the following groups, if any, do you think are collecting and storing personal information 

about your activity when you use their service or visit their websites? 

Select all that apply 

▢ Your internet service provider  

▢ The internet browser that you use (e.g., Chrome, Firefox, Internet Explorer/IE, Safari, 

Edge, etc.)  

▢ Social Media Websites (e.g., Facebook, YouTube, Instagram, Twitter, WhatsApp, Reddit, 

LinkedIn, Pinterest, etc.)  

▢ Online shopping sites (e.g., Amazon, eBay, Walmart, etc.)  

▢ I do not believe that any websites or online services collect personal data about me.  

▢ I don’t know if any websites or online services collect personal data about me.  
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5   What percentage of websites do you believe are actively collecting and storing personal data about 

you when you visit their site? 

o Less than 25% of all websites collect data about me when I visit their site.  

o 25-50% of all websites collect data about me when I visit their site.  

o More than 50% of all websites collect data about me when I visit their site.  

o I do not believe any websites are collecting or storing my personal information.  

o I have no idea what percentage of websites collect data about visitors.  
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6   Select from the options below all instances when you believe data is being collected about you.       

Select all that apply 

▢ When I am actively using my personal device(s) for online activity (e.g., internet 

browsing, online shopping, or social media/entertainment portals).  

▢ When I am actively using my personal device(s) for purposes other than online activity 

(e.g., using mobile apps, playing games, or streaming music).  

▢ When I am not actively using my personal device(s) but the device(s) has not been 

powered down (e.g., apps working when device is not being used, automatic software updates, or 

system backups).  

▢ I don’t think data is collected about me during any of the instances described in this 

question.   

▢ I believe data about me is being collected, but I do not know when it is happening.  
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7   When personal data about you is collected, how do you think that data might be used?       

 

Select all that apply.    

▢ It  is only used by the original data collector for internal purposes and is never shared 

with, or sold to, anyone outside of the company.  

▢ My personal data is never shared, but it is sometimes used by the original data collector 

to allow advertisers on the data collector’s website to deliver targeted to me.  

▢ It is sometimes sold by the original data collectors to others who want access to my 

personal information.  

▢ Nothing is done with my personal data and the companies collecting it do not currently 

use the data in any way.  

▢ I don’t know how my data is used.   
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8   True or False      

There are companies that collect personal data by placing data tracking files on users’ computers, 

which allows these companies to legally track and gather personal information anytime the users go 

online?  

o True   

o False   

o I'm not sure.   

 

 

9   True or False     

The companies collecting the data referenced in the previous question will build and maintain 

individual profiles on all people from whom they are collecting personal data?  

o True   

o False   

o I'm not sure   
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10   True or False      

There are companies whose primary business function is to collect personal information from many 

different sources (both online and offline), creating detailed individual profiles, and then they sell 

those profiles to anyone willing to pay for them.  

o True   

o False   

o I'm not sure   

 

 

11   True or False      

Some websites collect personal information from individuals visiting their sites, combining it with 

data from other sources to create individual visitor profiles.  Those websites then sell ads that allow 

advertisers to use the personal profiles to more accurately deliver advertisements to website 

visitors.  

o True   

o False   

o I'm not sure   
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12   Google and Facebook both make the majority of their revenue in the same way, as do other similar 

types of companies.  How do you think  Google and Facebook make the majority of their 

income/revenue?       

Select One Answer 

o The majority of the revenue generated by these two companies comes from the simple act of 

people visiting and using their sites; the more people who go to their sites the more money they 

make.  

o Both companies generate the majority of their revenue by selling targeted ads, using the profiles 

that they have created on individual users who have visited their sites or who have created accounts.  

o I know how these companies generate the majority of their revenue, but I do not see the correct 

option provided here.   

o I am not sure how they make money.   

 

*Respondents who answered ‘False’ to both questions 10 and 11, classified as Group Three, were routed 

to B Path, question 16, then to the demographic questions, and finally exited from the survey. 

All respondents who qualified as Group One followed the A Path of questions.  All respondents who 

qualified as Group Two followed the B Path of questions.  
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Group One 

 

KNOWLEDGE CONSTRUCT 

 

For the remainder of this survey, we will use two terms with the following definitions (both definitions 

are true, and companies do exist that perform these types of functions):        

 

"Data Broker" - Private companies whose primary business is collecting personal information about 

adult individuals (from both online and offline sources) and selling that information to others.  More 

simply stated, Data Brokers buy and sell personal data        

 

"Data Collector" - Private companies that collect personal information about adult individuals (from 

both online and offline sources), using that information only to sell advertising space on their websites 

(e.g., Google or Facebook). More simply stated, Data Collectors collect personal data for the purpose of 

selling advertising space on their websites.  They are different from "Data Brokers" because they do not 

sell individual personal profiles directly to anyone. Instead, they sell the right to deliver targeted 

advertisements to people based on personal profile details.   

 

For the purposes of this survey, the following industries are EXCLUDED from both definitions and 

SHOULD NOT be considered when answering any questions:  healthcare, finance, and credit 

reporting.          
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NOTE: For the purposes of this survey, the following industries SHOULD NOT be considered when 

answering questions:  healthcare, finance, and credit reporting.  Only think about companies outside of 

those three industries.       

13A   True or False       

In the U.S. there are laws that give all citizens the right to review personal data profiles held about them 

by any organization.  

o True   

o False   

o I'm not sure   

 

 

14A   True or False       

In the U.S. there are laws that give all citizens the right to request corrections to inaccuracies found in 

the personal profiles held about them by any organization that gathers or sells their information.  

o True   

o False   

o I'm not sure   
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15A   True or False      

 

By law, before any organization can sell information about an individual, they are first required to obtain 

permission from the individual.  

o True   

o False   

o I'm not sure   

 

 

16A   True or False      

 

By law, if you prefer not to have your personal information sold by a Data Broker or Data Collector, you 

can simply submit a form requesting not to have your information sold.  

o True   

o False   

o I'm not sure   
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REMINDER: Data Brokers buy and sell personal data. Data Collectors collect personal data for the 

purpose of selling advertising space on their websites.       

 

 

17A   True or False       

 

The activities of Data Brokers and Data Collectors are currently regulated by federal legislation?   

o True   

o False   

o I'm not sure  

 

18A   True or False      

 

The activities of Data Brokers and Data Collectors are currently regulated by state legislation?  

o True   

o False   

o I'm not sure   
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19A   True or False       

 

You have the legal right to request to opt-out from having data collected about you by Data Brokers or 

Data Collectors?  

o True   

o False   

o I'm not sure   

 

REMINDER: Data Brokers buy and sell personal data. Data Collectors collect personal data for the 

purpose of selling advertising space on their websites.  

 

20A   How many states do you believe have legislation currently in place that regulates how Data 

Brokers or Data Collectors can collect or sell your personal data?  

o At least one state, but fewer than 10 states  

o 10 – 25 states   

o 26 – 50 states   

o No U.S. states currently have legislation in place to regulate how Data Brokers or Data Collectors 

collect or sell personal data   

o I have no idea  
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21A   In what year do you believe was the first federal legislation enacted in the U.S. to regulate the data 

collection and data sales activities of either Data Brokers or Data Collectors?  

o 1993   

o 1997   

o 2010   

o 2017   

o There are currently no federal laws to regulate the data collection and data sales activities of 

either Data Brokers or Data Collectors   

o I have no idea   

 

 

CONCERN CONSTRUCT 

 

NOTE: For all remaining questions, please exclude companies working in the healthcare industry, the 

finance industry, and the credit reporting industry from consideration. Only think about companies 

outside of those three industries.  REMINDER: Data Brokers buy and sell personal data. Data Collectors 

collect personal data for the purpose of selling advertising space on their websites 

 

FACTS: Individuals have no legal rights to review the data contained in their personal profiles.  There are 

no laws that regulate what type of security must be in place to protect the personal data files held by 

Data Brokers or Data Collectors.  Anyone (individual or business) can purchase profile information from 

Data Brokers. 
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22-24A   Please rate your level of concern with the following: 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- That 
inaccurate 

information 
might be 

contained in 
profiles that 
have been 

created about 
you?  

o  o  o  o  o  

- That Data 
Brokers and 

Data Collectors 
are able to 

independently 
decide what 
kind of data 
security they 

will provide to 
protect your 

personal 
information?  

o  o  o  o  o  

- That Data 
Brokers and 

Data Collectors 
are allowed to 
sell the profiles 

they have 
created about 
you to anyone 
willing to pay 

for the 
information?  

o  o  o  o  o  
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25A   Because anyone can purchase individual personal profiles from Data Brokers and Data Collectors, 

do you believe that state and federal governments are purchasing personal information about you from 

these organizations?  

o Yes   

o No   

o I'm not sure   

 

 

FACT: State and Federal agencies are purchasing data from companies that collect and sell personal 

information. 

 

26A   Please rate your level of concern about the below situation. 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- State and 
federal 

governments 
are purchasing 

personal 
information 

about you from 
Data Brokers 

and Data 
Collectors.  

o  o  o  o  o  

 

FACT: Currently, there is no state or federal legislation enacted in the U.S. that regulates the activities of 

Data Brokers or Data Collectors specific to how they collect or sell your personal information.  
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27-29A   Please rate your level of concern with the following: 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- The amount of 
personal data 

collected about 
you?  

o  o  o  o  o  
- How your 

personal data is 
being shared 
with others?  

o  o  o  o  o  
- The absence of 
legislation that 
would regulate 
the activities of 

these 
organizations?  

o  o  o  o  o  

 

 

DESIRE CONSTRUCT 

 

30A   Do you believe it is necessary that some form of legislation be created to protect the personal 

information rights of U.S. citizens?  

o Yes   

o No   

o I'm not sure   

 

 

REMINDER: Data Brokers buy and sell personal data. Data Collectors collect personal data for the 

purpose of selling advertising space on their websites.  
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Select one option below that completes the statement summarizing your opinion about how Data 

Brokers and Data Collectors should be treated by any laws that are created to oversee their industries. 

 

31A   I believe that any law designed to protect individual personal data rights should... 

o be applied to BOTH Data Brokers and Data Collectors.  

o be applied ONLY to Data Brokers and NOT be applied to Data Collectors.  

o NOT be applied to Data Brokers and should ONLY be applied to Data Collectors.  

o I don’t know or I don’t have an opinion.   

 

 

FACT: Currently there are no state or federal laws requiring Data Brokers or Data Collectors to give 

individuals access to the profiles that have been created about them. Additionally, there are no laws 

that require these companies to correct inaccurate information in anyone’s personal profile.  
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32-34A   How strongly do you agree or disagree with the three sentences that complete the following 

statement? 

I believe that there should be legislation requiring Data Brokers and Data Collectors to... 

 Strongly agree 
Somewhat 

agree 
Neither agree 
nor disagree 

Somewhat 
disagree 

Strongly 
disagree 

provide 
individuals with 
access to their 

personal 
profiles so that 

people are 
aware of what 

information has 
been compiled 

about them.  

o  o  o  o  o  

provide 
individuals with 
the opportunity 

to request 
corrections to 

inaccurate 
information 

contained in a 
personal profile.  

o  o  o  o  o  

reveal to an 
individual all of 
the sources that 

were used to 
build an 

individual's 
personal profile.  

o  o  o  o  o  
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35A   If it is decided that legislation is to be introduced to oversee the both the Data Brokerage and Data 

Collection industries, which of the following would be your preferred approach to creating and 

implementing this new legislation?  

o I believe that one piece of federal legislation, enforced in all 50 states, would be the best 

approach for achieving a comprehensive and complete solution to protect all citizens’ personal data.   

o I believe that individual state-level legislation, with unique sets of laws created and enforced by 

each individual state, would be the best approach for achieving a comprehensive and complete 

solution to protect all citizens’ personal data.  

o I am not sure which option would be best.   

 

 

36A   How quickly do you believe legislators should begin the process of creating new legislation to 

oversee the Data Brokerage and Data Collection industries?  

o Immediately, making it a top legislative priority   

o Sometime within the next 6 - 12 months   

o Within the next 12 - 24 months   

o Although important, it does not require attention anytime within the next 24 months   

o It is not important enough yet to set a timeline   
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37A   With an estimated 4,000+ Data Brokerage companies operating in the U.S., and countless other 

companies and websites collecting and selling personal data, which of the following choices do you 

believe is the best solution for individuals who want to manage or protect how their personal 

information is collected and/or sold? 

o I believe there should be one centralized system where individuals can view all data collected 

about them by any organization participating in data collector or data sales in one place and request 

changes to inaccurate information.  

o I believe that things should not change and that companies participating in the collection and/or 

sale of personal data should not be required to allow individuals to have access to their own profiles 

or to request changes to inaccuracies.  

o I believe that individuals should have access to their profiles and that they should be allowed to 

request corrections to inaccuracies. However, I do not believe that it is necessary to centralize the 

process. Instead, I believe that everyone should be responsible for contacting each of the 4.000+ 

companies separately to access to their profiles and to request changes.  

o I do not care what information is collected or sold about me, so I do not care about managing 

my profile with any of the companies collecting data about me.   

o I don’t know or I don’t have an opinion.   

 

*After question 37, all respondents are directed to the demographic questions. 
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Group Two 

KNOWLEDGE CONSTRUCT 

 

NOTE: For the purposes of this survey, the following industries SHOULD NOT be considered when 

answering the remaining questions:  healthcare, finance, and credit reporting.  Only think about 

companies outside of those three industries.       

 

13B   True or False      

In the U.S. there are laws that give all citizens the right to review personal data profiles held about them 

by any organization.  

o True   

o False   

o I'm not sure   
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14B   True or False      

 

In the U.S. there are laws that give all citizens the right to request corrections to inaccuracies found in 

the personal profiles held about them by any organization that gathers or sells personal information.  

o True   

o False   

o I'm not sure   

 

 

15B   True or False      

By law, before any organization can sell information about an individual, they are first required to obtain 

permission from the individual.  

o True   

o False   

o I'm not sure   
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16B   True or False      

By law, if you prefer not to have your personal information sold by companies that collect or sell 

personal data, you can simply submit a form requesting not to have your information sold.  

o True   

o False   

o I'm not sure   

 

 

17B   True or False      

The activities of companies that collect or sell personal data are currently regulated by federal 

legislation?  

o True   

o False   

o I'm not sure   
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18B   True or False      

The activities of companies that collect or sell personal data are currently regulated by state legislation?  

o True   

o False   

o I'm not sure   

 

 

19B   True or False      

You have the legal right to request to opt-out from having data collected about you by companies that 

collect or sell personal data?  

o True   

o False   

o I'm not sure   
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20B How many states do you believe have legislation currently in place that regulates how 

companies can collect or sell personal data?  

o At least one state, but fewer than 10 states  

o 10 – 25 states   

o 26 – 50 states   

o No U.S. state currently has legislation in place that regulates how companies collect or sell 

personal data   

o I have no idea   

 

21B   In what year do you believe was the first federal legislation enacted in the U.S. to regulate the data 

collection and data sales activities of companies that collect or sell personal data?  

o 1993   

o 1997   

o 2010   

o 2017   

o There are currently no federal laws to regulate the activities of companies that collect or sell 

personal data   

o I have no idea   

 

 

CONCERN CONSTRUCT 
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NOTE: For the purposes of this survey, the following industries SHOULD NOT be considered when 

answering questions:  healthcare, finance, and credit reporting.  Only think about companies outside of 

those three industries.  

 

FACTS: Individuals have no legal rights to review the data contained in their personal profiles.  There are 

no laws that regulate what type of security must be in place to protect the personal data files held by 

companies that collect or sell personal data.  Anyone (individual or business) can purchase profile 

information from companies that sell personal data. 
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22-24B   Please rate your level of concern with the following: 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- That 
inaccurate 

information 
might be 

contained in 
profiles that 
have been 

created about 
you?  

o  o  o  o  o  

- That 
companies that 

collect or sell 
personal data 

are able to 
independently 

decide what 
kind of data 
security they 

will provide to 
protect your 

personal 
information?  

o  o  o  o  o  

- That 
companies that 
collect personal 

data are 
allowed to sell 
the data they 
have collected 
about you to 

anyone willing 
to pay for the 
information?  

o  o  o  o  o  
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25B   Because anyone can purchase personal profiles from companies that collect or sell personal data, 

do you believe that state and federal governments are purchasing personal information about you from 

these organizations?  

o Yes   

o No   

o I'm not sure   

 

FACT: State and Federal agencies are purchasing data from companies that collect and sell personal 

information. 

 

26B   Please rate your level of concern about the below situation. 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- State and 
federal 

governments 
are purchasing 

personal 
information 

about you from 
companies that 

collect or sell 
personal data.  

o  o  o  o  o  

 

 

FACT: Currently, there is no state or federal legislation enacted in the U.S. that regulates the activities of 

how companies collect or sell your personal information.  
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27-29B   Please rate your level of concern with the following: 

 
Extremely 
concerned 

Somewhat 
concerned 

Neutral 
Somewhat 

unconcerned 
Extremely 

unconcerned 

- The amount of 
personal data 

collected about 
you?  

o  o  o  o  o  
- How your 

personal data is 
being shared 
with others?  

o  o  o  o  o  
- The absence of 
legislation that 
would regulate 
the activities of 

these 
organizations?  

o  o  o  o  o  

 

 

DESIRE CONSTRUCT 

 

30B   Do you believe it is necessary that some form of legislation be created to protect the personal 

information rights of U.S. citizens?  

o Yes   

o No   

o I'm not sure   
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31B   Please select one option below that completes the following statement summarizing your opinion 

about how companies that collect or sell personal data should be treated by any laws that are created to 

oversee this industry.  

 

I believe that any law designed to protect individual personal data rights should... 

o be applied to ALL companies equally, regardless of whether they sell personal data to make 

money or if they use data to sell more targeted advertising space.  

o be applied ONLY to companies that sell personal data and NOT be applied to companies that use 

data to sell target advertising space.  

o NOT be applied to companies that sell personal data and should ONLY be applied to companies 

that use data to sell targeted advertising space.  

o I don’t know or I don’t have an opinion.   

 

 

FACT: Currently, there are no state or federal laws requiring companies that collect or sell personal data 

to give individuals access to the profiles that have been created about them. Additionally, there are no 

laws that require these companies to correct inaccurate information in anyone’s personal profile.  
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32-34B   How strongly do you agree or disagree with the three sentences that complete the following 

statements? 

I believe that there should be legislation requiring companies that collect or sell personal data to... 

 Strongly agree 
Somewhat 

agree 
Neither agree 
nor disagree 

Somewhat 
disagree 

Strongly 
disagree 

provide 
individuals with 
access to their 

personal 
profiles so that 

people are 
aware of what 

information has 
been compiled 

about them.  

o  o  o  o  o  

provide 
individuals with 
the opportunity 

to request 
corrections to 

inaccurate 
information 

contained in a 
personal profile.  

o  o  o  o  o  

reveal to an 
individual all of 
the sources that 

were used to 
build an 

individual's 
personal profile.  

o  o  o  o  o  
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35B   If it is decided that legislation is to be introduced to oversee both the personal data collection and 

data sales industries, which of the following would be your preferred approach to creating and 

implementing this new legislation?  

o I believe that one piece of federal legislation, enforced in all 50 states, would be the best 

approach for achieving a comprehensive and complete solution to protect all citizens’ personal data.   

o I believe that individual state-level legislation, with unique sets of laws created and enforced by 

each individual state, would be the best approach for achieving a comprehensive and complete 

solution to protect all citizens’ personal data.  

o I am not sure which option would be best.   

 

 

36B   How quickly do you believe legislators should begin the process of creating new legislation to 

oversee the data collection and data sales industries?  

o Immediately, making it a top legislative priority   

o Sometime within the next 6 - 12 months   

o Within the next 12 - 24 months   

o Although important, it does not require attention anytime within the next 24 months   

o It is not important enough yet to set a timeline   
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37B   With an estimated 4,000+ companies collecting and selling personal data in the U.S., which of the 

following choices do you believe is the best solution for individuals who want to manage or protect how 

their personal information is collected and/or sold?  

o I believe there should be one centralized system where individuals can view all data collected 

about them by any organization participating in data collector or data sales in one place and request 

changes to inaccurate information.  

o I believe that things should not change and that companies participating in the collection and/or 

sale of personal data should not be required to allow individuals to have access to their own profiles 

or to request changes to inaccuracies.  

o I believe that individuals should have access to their profiles and that they should be allowed to 

request corrections to inaccuracies. However, I do not believe that it is necessary to centralize the 

process. Instead, I believe that everyone should be responsible for contacting each of the 4.000+ 

companies separately to access to their profiles and to request changes.  

o I do not care what information is collected or sold about me, so I do not care about managing 

my profile with any of the companies collecting data about me.   

o I don’t know or I don’t have an opinion.   

 

*Groups One and Two both respond to the same demographic questions. 
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Group Three 

 

Qualifying Question (this question is only given to Group Three before directing them to the demographic 

questions) 

Not including healthcare companies, financial companies, and credit reporting companies, do you 

believe that any other companies collect personal data about you? 

o Yes  

o No  
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Appendix B (Demographic Questions) 

Demographic Factor Groups and Factor Group Categories.  These questions were given to all 

respondents: Groups 1-3. 

38 What is your Sex?  

o Male   

o Female   

 

39 What is your age range?  

o 18 - 24   

o 25 - 38   

o 39 - 54   

o 55 - 65   

o Over 65   

 

40 What is your highest level of completed education?  

o I did not complete high school   

o High school graduate, diploma or the equivalent   

o Some college credit, no degree   

o Trade/technical/vocational training   

o Associate degree   

o Bachelor’s degree   

o Master’s degree   

o Professional degree   

o Doctorate degree   
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41   What is your race/ethnicity?  

o White   

o Hispanic or Latino   

o Black or African American   

o Native American or American Indian   

o Asian / Pacific Islander   

o Other   

 

42   In what type of community do you live?   

o City/Urban   

o Suburban   

o Rural/Farm  

 

43 What zip code do you live in? 

_____________ 
 


